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Commissioner for Patents 
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Sir, 

I, Paul Moroney, hereby declare as follows: 

1 . I am the named and true inventor in the above referenced patent application and 
that I am the sole inventor of the subject matter disclosed and claimed in the above 
referenced patent application. 

2. I submitted a description of my invention, now claimed claims 1-36 of the above 
application, to the law department of General Instrument Corporation in an "Invention 
Record Form." I signed the Invention Record Form on December 22, 2000 and the 
signatures on the Invention Record Form are my own. A copy of the Invention Record 
Form is provided with this declaration as Attachment A. General Instrument Corporation 
Invention Record Form No. D02635. 
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3. I conceived the invention recited in claims 1-36 of the above application prior to 
December 3 1 , 2002. See, Attachment A. 

4. I constructively reduced my invention to practice prior to July 10, 2001, and this 
reduction was memorialized in General Instrument Corporation Invention Record Form 
No. D02635, to which Petr Peterka, a General Instrument Corporation employee, served 
as a witness on December 22, 2000. See Attachment A. 

5. Upon information and belief, the date of receipt of General Instrument 
Corporation Invention Record Form No. D02635 by the General Instrument Corporation 
law department was December 27, 2000, as evidenced by the "General Instrument 
Corporation Intellectual Property" date stamp, and the "DEC-27-00 WED 12:52 
SYSTEM ENGINEERING" fax header visible on the first page of Attachment A. 

6. I hereby declare that all statements made herein based upon knowledge are true, 
and that all statements made based on upon information and belief are believed to be 
true,. These statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under § 1001 of Title 
18 of the United States Code, and that such willful false statements may jeopardize the 
validity of the application or any patent issued thereon. 
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Intellectual Property Department 
For Internal Use Only 

Invention Record Form 
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Administrative Information 

1 . Short Descriptive Title of the Invention: 
Digital Cinema System Concept 

2. Identity all persons who contributed to this 
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GENERAL INSTRUM£Nfa«WnON 
INTELLECTUAL PROP™" 0 " 



companies: 

Full Legal Name 
Home Address 
City. State, Zip 
Citizenship 
Division/Co. Location 
Office Phone No. 



Date 



Full Legal Name 

Home Address 

City, State. Zip 

Citizenship 

Division/Co. Location 

Office Phone No. 

Mgr.'s Name & Phone No. 

Signature of Inventor 
Date 



invention, including persons from other divisions and/or outside 



Inventor 1 



Inventor 2 



Paul Moroney 



341 1 Western Springs Roa d 
Olivenhain, CA 92024 



USA 



Motorola BCS, San Diego 



858 404 2446 



Mgr.'s Name & Phone No. Geoff Roman 
Signature of Inventor 



Inventor 3 



Inventor 4 



3. Dcheck box if there are additional inventors listed 
inventors, if any. 



on separate sheets. Additional information concerning 
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II. Background Information 



1. 



^Pinnmpnt!^' 3 '^"P 1 W f S d f e, °P ed while workin 9 under or in the performances experimental 

SSKJ^ ^ ^ 3 92r emment comract or tne understanding^^ a 
government contract would be awarded? S No □ Yes If yes. please explain: 

nrttS-^ 6 " 1 ' 0 ? b f en disdosed t0 an y° ne 0 «tside General Instrument in a speech, exhibit 

SS^S , r , ^? U ra^ 0dUC ? manU f ' rep0n> l6Cture ' trade show - terhnical article . Publication or 
otherwise? S No S Yes If yes. please explain: 

Presented to Dave Beddow of Liberty LiveWire, inside Gl facility, April 2000. 

ZSS^TilSIF^ °' "~ <"•* **» or 

Name of product(s) and/or project(s) for which this invention was developed- 

Developed for Digital Cinema system as concept approach. *" 
Planned or actual use of invention: 

Hope for use in e-clnerna standards and products in future, as field develops 
What economic benefits do you think Gl can derive from this invention? 

rnmR Possible production of compression and security modules, and possible source side off-line 
compression and encryption support. 

sememe ITJ^A » in " r P oratin 9 thIs invcnti ™ to be sold, offered for sale or shown to 

2LT«?h « 1 ( 3 prOdu0t or prototype has alreatj y Been so,d - offe red for sale or shown, 

please identify the earliest date this happened.) 



Uncertain 



Has a working model of the invention been built and tested (or appropriate software been written)? 
BSI No (J Yes If yes, who has witnessed a demonstration, and when? 

vSr b n!°o W n^ ny pa TT- P u ? lications - articles . texts, products, etc. which describe lechnology similar to 
your invention including reference material which may be useful in understanding the background 
technology of your invent.on. (Use a separate sheet if necessary and attach a copy of each item. Please 
include copies of all biol.ographical information.) (Use a separate sheet if necessary) 



^ ^^^^ {Z-U-w 

Signature of Submitter(s) ~~~ 

Read and understood by [Witness Signature's)] — Date 
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Description of the Invention 



1 . Please provide a very brief (i.e.. one short sentence) summary of your invention 
technolog^^ 

2. Briefly describe the field of technology to which your invention relates. 

3. Briefly describe the problems, issues or needs which led to the invention 
a ^Sg^'&ZZg! ** " ™'™ h ,hal ™ «*> ye. still provide 

4. How have others addressed these problems, issues or needs' 
.echnoCro^os* * "**"• "** " *"* ' KS SeCUre « ~- *> * —P** -Pieced as 

r u,c - A wa,ermark specmc ,o «•» -Kiss ?sssr™sr" 

secunty. When the compression techniques improve, you only roplece the module not the , ent'ir. „S -nv, 
module needs to be inside the projector for maximum secure ideniificaiio f oTmat nroiemn 6 =, Z ■ 

6 ^ ,1 t P,ra<e '" mS the d,splayed movie ' ^ watermark is present for identification "security 
algorithms change, again, only the module must be replaced uerancaiion. nsecumy 

anS^S - , -« "-rel ^greemen^ase ,is, 

stored a. the theater servers, and the Advanced Encryption AJ^XSKST 
. Briefly describe any alternative uses, variations or modifications ot your invention which you contemplate 
. Please provide any additional information you think should be know by the attorney reviewing this form 

construction and operation of the invention includin^dSngs ff ow ?L£ Sto^^X^?' Cnbe 
mechanical I drawing,, photographs, etc.) and any ILSK^^ 

STt la^KrSS^^^ reP ° rtS ° r ° ther KS^tSK 2S2d to 

ZT! • ■ reference it in your invention disclosure data sheet (for example "see aftaehori q 

Oage engineering progress report addressed to John Doe dated 1 Jan., 1992 iT^S^iJ^^ 

6ocy JSSi SiZEfi? P ° WerPOjnt S,id6S ^ 1 1/4/ "' 3/2/200 °- and ^000. for prior 

Digital Cinema is an evolving field. The movie studios want an approach that can provids quality 

^ 1 iZ-H-oi, " 

Date 

Read and understood by [Witness Signaturefsii l?-22-%££> 

n Date 




Gl CONFIDENTIAL & PROPRIETARY 



Rev. 02/98 



DEC-27-00 WED 12:54 



SYSTEM ENGINEERING 



FAX NO. 6195352501 



P. 05/22 



Invention Record Form 



rtShMtUn T d,?t " but '? n cost " ln fact - their P"'" 1 ^ motivation may be said to be the reduction in 
S! t ,? ? n 9 ?. °° ntent as com P ared t0 film duplication! However, digital content requires 
that the theaters install digrtal servers, and digital electronic projectors, which is quite a cost hit When 
you combine the complete change in equipment, with the new distribution approach, and consider trie 
merits of digitally projected content, where quality is excellent for every showing, and the choice of what 
o project can change for each showing, you have a total industry paradigm shift. Thus the studios are 
treating this as revolutionary, working with standards groups to redefine everything about the process 
They thus want better quality, lower cost, and better security as compared to today's film based 
approach. ' ■ 

•.u * u Yet , technol °9y is not there with the perfect answer; thus we need an approach that can evolve 
with technology and time. Since the state of the art in quality and security will change, so must the 
system. 3 

The studio and movie industry is not enormous. If they redefine all the relevant technology 
components as new, the costs of system development and product evolution will be enormous. As far as 
is possible, this industry must exploit existing approaches, approaches developed for other industries and 
h w k C ° Sl IS / IS ° dnVen by standards - 35 opposed to proprietary solutions, so the final approach 
should be very standards based. Only where proprietary approaches provide a special value, or parallel 
solutions can still work, should they exist. One example is in the key distribution portion of the security 
approach. Multiple solutions can exist in the same industry. Another example is in the compression 
technology selected. IF a consumer product standard was chosen, then pirates could more easily steal 
and access useful content. If the format is distinct from that of ordinary consumer electronics then there 
is a natural protection based solely on the lack of cheap products to view stolen content! 

Our system approach employs security algorithms and compression approaches that are 
standards-based, and state of the art. We prefer MPEG-4 for video and audio, at bit rates and resolutions 
that place it beyond the reach of regular consumer electronics devices and PCs. Thus we can use a 
standard that is proven and known, and still be secure. We prefer the RTP protocol for transport over IP 
networks, enher real lime or non-real time, which means that off-the-shelf software can be purchased or 
nearly so. Content delivered to most theater serves would be in the form of IP packets, which opens a 
wide range of today's delivery networks and simultaneously allows the use of off-the-shelf server 
technology. We prefer the use of triple DES and/or the Advanced Encryption Standard for encryption of 
the multi-media. These standards are withstood the test of time, and thus encrypted packets delivered 
over IP networks will be well protected. 

Theater side system design will be based upon the key premise that the decryption of valuable 
content must be placed as close to the ultimate consumer point of "consumption" as possible to reduce 
piracy opportunities and also to leave ultimate control in the hands of the owners of the material the 
studios. Thus a theater owner cannot decrypt content on his own; the equipment itself must be 
provisioned by the owner to do so. To place the vital decryption process as close to the viewing point as 
possible, it should be placed inside the very expensive digital projector itself, which sits in each theater 
projection room, if decryption occurs in the projector, so must decompression, and thus the interface of 
decrypted decompressed high quality video to the projection "guns" or silicon mirrors or LCD light valves 
or whichever projection technology is employed. Projector specific watermarking will occur in the same 
location, for the ultimate in confidence that the watermarked viewed movie was viewed in the exact 
theater where the projector is mounted. A GPS circuit can even be embedded in the projector for 
increased confidence that the projector physical location is known. 

Unfortunately, projector technology is not yet at the ultimate in viewing desired. Some feel that 
todays projectors cannot achieve the quality delivered by a movie film copy that is properly shot and not 
yet worn down by repeated playing. Thus we know that the projectors will change for some time to come 

Projector video quality and resolution improve with time, so must the resolution delivered to that 
projector. Todays compression and decompression hardware will also evolve to provide better and 
jfeiw qua i lt y and resolution. Today's decryption and watermarking and key management will also evolve 



Signature of/Submwer(s) " * ~ 
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to provide better watermarks, more secure key management, and faster or more secure decryption 
H«w*,„i ^ ♦!! evolutions may be parallel, or they may differ. In either case we need a wav?o 
decouple them so that each technology can improve on its own. A theate owntr shoJk i ll IK 

a sZSfaSr JS? the module.) The module must be self-contained, surrounded by 
«h,« • m envelope ,or tem P er Protect.on and identification, and locked inside the projector bodv via a 

ft A va Sy of S ouS ar* £SL!I i C ° ntent T 6 ' ° f any attempTS 10 remove » or tamper with 
the unit fcu?off S?hl Tf " ' nClud ' n9 P0wer i0SS detect| on. and automatic reporting, so that if 
violation ° WnerS ° rthe k6y mana 9ement system, silence is interpreted as a 

arret* SUCh ™ ap P roach - al tne uslj a' '°rms of secure access can be provided- subscriotion 

1^^^^^' TT d f r ard aCCBSS ' 3nd lhe nianaoemen?^ ^caXerate in 
3 I l u reportback "S infrequent, or a full IP network two way mode where continuous 

commun,cat.on with the key management system is present continuous 

decompress ThlVlnSit^S ^rt ° f ^ EG Vide ° and audi0 conlent - and de ^Pt them and 
mVnSmSi ™ 7? . he m ° dule Wl " reCeive ke V management messages from the key 

\ T! !- &n i pr ° CeSb ' them f0f Pr0per access tn C0We "t- A watermark specific to he 
projector * also added ms.de the module, for maximum security. A watermark provided bv he intent 

surh a m^Hnl^K^ Pr ° ieCt ! r ™ nufacturers can ™ be prevailed upon to provide a location and power for 
such a module, the concept still has value. 7o achieve the same goals, the module would need to be 

9»aS Sid6 K Pr ° jeCt0r - « ^ ^ Thedear analog 

carr S^S^^^^TT ^ be bU I ied thr ° UQh the mountin9 process « as that interfacc 
valu? S M?J? M I P Cnt ? e ° lear COntenL ,f this cannot be achieve for any reason, there is still 
value. By placing the decrypuon. decompression, and watermarking all together in a secure tamoe 
res.stant module/unu, the content owner at last has the confidence that P 

«.^£^XKSJ on,y vcry high rate digitaI coment at the interface ' makin9 the iob of 

2. If recorded and stolen in digital form, the watermark is present and 

3. Modular upgrade is easy for the theater 
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Advanced Technology Update 



November 4, 1999 
Paul Moroney 




D-Cinema 

♦ Keys: 

- studio relationship and control 

- standards 

- projection 

- compression 

- security 

♦ GI would supply compression and security 
technology to a consortium [funded], with 
probable partial ownership 
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Source Coding 



♦ General thrust away from consumer 
technologies 

♦ No one answer; must evolve, and not be 
limited by the projector 

♦ Systems must incorporate real-time when 
needed 

♦ Off-line encoding typical for films 

^^^^^^^^^^^^^^^^^^^ ^^^^^ ^^ 



GI Proposal 

♦ Standards focus through MPEG-2 and 
MPEG-4 

♦ Extend quality beyond ATSC HD. 

♦ Ex: 1920 by 1080 60 P could be base film 
compression, and 50 Mops minimum, 
withl080i reserved for real-time encoding. 
Higher quality modes would be defined as 
well, for future proofing. 

♦ VBR compression 
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GI Proposal 



♦ Compressed film distribution via satellite, 
fiber, etc as standard file transfer, TCP/IP, 
or as multicast UDP. 

♦ Note: 50 Mbps, 2 hour film = 45 GB storage 

♦ Server array at theater. 

♦ Decompression at projector. 




Security Requirements 



♦ Content Encryption 



- Content encryption prevents the content from 



being used by anyone not possessing a valid 



key. 



- Content "ideally" is only decrypted at the final 



destination 



- An operationally practical, yet highly secure, 
key management must be employed. 
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Security Requirements 

Watermarking 

- Persistent protection, as in SDMI 

- Protects the content by applying a non-removable, non- 
forgeable mark. 

- Ideally, legitimate additions to tbe watermark trace the 
content through the entire path to consumer 

- Attempts to remove or alter the watermark result in the 
content quality being degraded beyond usability. 



GI Security proposal 

♦ Encryption at source, decryption in 
projector 

♦ Theater file server storage thus encrypted. 

♦ Playback control by theater, but 
decryption control by studio. 

♦ Source watermark to label content 

♦ Projector watermark to identify playout 

♦ Physically protected hardware in projector 
from GI 
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Decryption Secure Container 



♦ The objective requirements of the security 
container is to "protect the content when it 
is in a form that is easily stolen and easily 
transported". 

♦ Projector watermarking must be 
performed in a secure container. 

♦ Decryption and decompression must be 
performed in the "same secure container". 

♦ Secure container must meet similar 
security requirements to FIPS 140 level 4. 




DEC-27-00 WED 12:58 SYSTEM ENGINEERING FAX NO. 6195352501 



P. 12/22 




Security Container 



m \ - ■ 




Oecryptien 




Decompression 

4 

WaiermarKJng 



Tamper Reltstant 
'.Security Container- 
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Agenda 
March Engineering Forum 

• DNS Programs 

• SBNS 

• AT: 

• lunch 

• EPNS 

• TNS 

• ANS 



(JX) MOTOROLA 

Broadband Communications S&clor 



Advanced Technology Overview 



Paul Moroney 
3/2/00 



@ 



MOTOROLA 

Broadband Communications Sector 
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D-Cinema 



• Keys: 



- studio relationship and control 

- standards 

- projection 

- compression 

- security 



• GI would supply compression and security 
technology to a consortium [funded] 



• Compressed film distribution via satellite, 
fiber, etc as standard file transfer, TCP/IP, 
or as multicast UDP. 

• Note; 50 Mbps, 2 hour film = 45 GB 
storage 

• Server array at theater. 

• Decompression at projector. 




GI Proposal 




MOTOROLA 



2 



DEC-27-00 WED 13:00 



SYSTEM ENGINEERING 



FAX NO. 6195352501 



GI Security proposal 

• Encryption at source, decryption in 
projector 

• Theater file server storage thus encrypted. 

• Playback control by theater, but decryption 
control by studio. 

• Source watermark to label content 

• Projector watermark to identify playout 

• Physically protected hardware in projector 
from GI % motorola 



ROLA 

Broadband Communications S+etor 
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Digital Cinema Directions 



■ Keys: 

- studio relationship and control 

- standards [SMPTE, MPEG-4] 

- projection 

- compression 

- security 

■ Motorola to supply compression and security 
technology to a consortium, & drive/participate in 
standards process [funded] 



Paul Moroney 
4/26/2000 



D-Cinema 
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Source Coding 

■ General thrust away from consumer 
technologies 

■ No one answer; must evolve, and not be 
limited by the projector 

■ Systems must incorporate real-time when 
needed 

■ Off-line encoding typical for films 



Motorola Strawman 

■ Standards focus past MPEG -2 to MPEG-4 

■ Extend quality beyond ATSC HD. 

- Ex: 1920 by 1080 24 P (60 P) could be base film 
compression, and 50 Mbps minimum, with 1080i 
reserved for real-time encoding. Higher quality 
modes would be defined, same compression 
technology for evolution. 

■ VBR compression, leverage investment & 
expertise in high quality SD and HD 
compression 
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Motorola Strawman 



■ Compressed film distribution via satellite; 
fiber, etc as standard file transfer, TCP/IP, or 
as multicast UDP. 

■ Note: 50 Mbps, 2 hour film = 45 GB storage 

■ Server array at theater. 

■ Decompression at projector. 



Security Requirements 



■ Content Encryption 

- Content encryption prevents the content from 
being used by anyone not possessing a valid key. 

- Content "ideally" is only decrypted at the final 
destination 

- An operationally practical, yet highly secure, key 
management must be employed. 
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Security Requirements 

■ Watermarking 

- Persistent protection, as in SDMI 

- Protects the content by applying a non-removable, 
non-forgeable mark. 

- Ideally, legitimate additions to the watermark trace 
the content through the entire path to consumer 

- Attempts to remove or alter the watermark result in 
the content quality being degraded beyond usability. 

- Efficient and robust, given compression choice 



Motorola Security Strawman 

■ Encryption at source, decryption in projector 

■ Theater file server storage thus encrypted. 

■ Playback control by theater, but decryption control 
by studio. 

■ Source watermark to label content 

■ Projector watermark (fingerprint) to identify playout 

■ Physically protected hardware in projector from GI 
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Decryption Secure Container 

■ Requirement of the security container is to "protect 
Hie content when it is in a form that is easily stolen 
and easily transported". 

■ Projector watermarking must be performed in a 
secure container. 

■ Decryption and decompression must be performed in 
the "same secure container". 

■ Secure container must meet similar security 
requirements to FIPS 140 level 3 or 4. 
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Security Container 
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